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% DIGITAL The protection of data when it is stored or transmitted

......,.-. ;EEHNDLDGIES P riva cy a n d Secu rity through digital systems. o

Years 3—4 Years 5—-6

I can create and use a secure, easy-to-remember password. | can describe ways to protect I can explain the safe use of passphrases and why using unique ones is important. | can also identify online
my personal data and how it may be at risk, being careful about what | share online. activities that affect my digital footprint and explain how permanent information may affect my privacy.

Creating an easy-to-remember, hard-to-guess password is important for protecting data stored A password is a string of characters used for authentication, while a passphrase:
online. Personal data, such as name, age and interests, forms a digital identity that can be passphrase is a longer, more secure phrase used in a similar way. Creating IL'keCheese! @ #$]
used to personalise online experiences but also requires careful management to protect privacy a secure, easy-to-remember passphrase helps us protect our online data.

and security. . . .
y As we use online websites and apps, we share personal data, such as our name, email and

Tips for creq ting s trong passwords interests, and this is what shapes our digital footprint.
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Students reflect on their online presence by drawing a
footprint to represent their digital footprint. Digital footprints
are formed through activities like visiting websites, clicking
links, watching videos or playing games online. Websites use
cookies to remember information such as usernames, game
progress and location to personalise experiences.

photograph in a 'guess who' type game to reveal
more and more information about the person or
persons behind the pieces covering the image.
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Create a video illustrating online -
behaviours that are safe (for example,
strong passwords, cautious sharing)
versus those that are unsafe (for example,
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Passwords must include:
v/8-20 characters
v At least one capital letter

/At least one number
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Create an avatar for your online profile

that represents you but does not reveal public sharing, clicking on suspicious ST Peee
personal details. Describe when to use links). Highlight the permanence of online a8 il ohonel ﬂ
— Your information
is now locked.

this avatar and how it may help protect
your privacy and identity.

actions and their long-term impacts on
personal and professional lives.
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Achievement [y IR identify their digital footprint and recognise its permanence.
standard J
EWTEVET EhIES Clle[f[e B Students identify their personal data stored online and recognise the risks. } N

Access their school account with a recorded username and password | Digital Technologies AC9TDI2P06

Access their school account using a memorised password and explain why it should be easy E—— Access multiple personal accounts using unique passphrases and explain the risks of password re-use
onten

descriptions

to remember, but hard for others to guess | Digital Technologies AC9TDI4P08 Digital Technologies AC9TDI6P09

Explain the creation and permanence of their digital footprint and consider privacy when collecting user
data | Digital Technologies AC9TDI6P10

Content descriptions

Identify what personal data is stored and shared in their online accounts and discuss any
associated risks | Digital Technologies AC9TDI4P09

Find more resources at www.dthub.edu.au Digital Technologies Hub is brought to you by the Australian Government Department of Education. Creative Commons Attribution 4.0, unless otherwise indicated.



